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Abstract

'This paper reports the results of a national survey of Canadians about smart city privacy. Our research questions
were: How concerned are Canadians about smart city privacy? How do these concerns intersect with age, gender,
ethnicity, and location? More, what are the expectations of Canadians with regards to their ability to control, use, or
opt-out of data collection in smart city context? What rights and privileges do Canadians feel are appropriate with
regard to data self-determination, and what types of data are considered more sensitive than others?

In part two of this paper, we review existing literature on privacy and smart cities, particularly in Canada. In part
three, we outline the method used in our survey. In part four, we present the findings of our national survey on Ca-
nadian attitudes towards privacy in a smart city context. We conclude by summarizing our findings and setting out
possible areas for future research.
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Résumé

Cet article présente les résultats d’'un sondage national sur la vie privée dans les villes intelligentes mené aupres des
Canadiens et des Canadiennes. Nos questions de recherche étaient les suivantes: a quel point les Canadiens sont-ils
préoccupés par la vie privée dans les villes intelligentes? Comment ces préoccupations se recoupent-elles avec I'age, le
sexe, lethnicité et le lieu? De plus, quelles sont les attentes des Canadiens et des Canadiennes en ce qui concerne leur
capacité a contrdler, utiliser ou de se retirer de la collecte de données dans un contexte de ville intelligente? Quels sont
les droits et privileges que les Canadiens jugent appropriés en ce qui concerne 'autodétermination informationnelle
et quels types de données sont considérés plus sensibles que d’autres?

La deuxi¢me section de l'article présente une revue la littérature existante sur la protection de la vie privée et les villes
intelligentes, en particulier au Canada. La troisiéme section décrit la méthode utilisée dans notre sondage. Finale-
ment, la quatri¢me section consiste en une analyse des résultats du sondage national sur les attitudes des Canadiens
et des Canadiennes a I'égard de la protection de la vie privée dans une ville intelligente. Nous concluons en résumant
nos conclusions et en définissant les domaines possibles de recherches futures.

Mots-clés: ville intelligente, confidentialité, données urbaines, 'autodétermination informationnelle

Canadian Journal of Urban Research, Summer 2020, Volume 29, Issue 1, pages 17-38.
Copyright © 2020 by the Institute of Urban Studies.

All rights of reproduction in any form reserved.

ISSN: 2371-0292

CJUR suMMER 29:1 2020 17



Canadian Journal of Urban Research / Revue canadienne de recherche urbaine

Introduction

In 2017, a framework agreement was established between Waterfront Toronto, the organization charged with revi-
talizing Toronto’s waterfront, and Sidewalk Labs, parent company of Google, to develop a smart city on Toronto’s
Eastern waterfront (Sidewalk Toronto 2018). This news was met with a series of questions and concerns from experts
in data privacy and the public at large. What was to be included in Sidewalk Lab’s smart city vision? How would
the overall governance structure function? How were the privacy rights of residents going to be protected, and what
mechanisms would ensure that protection?

A ‘smart city’ adopts digital and data-driven technologies in the planning, management and delivery of munici-
pal services. Information and communications technologies (ICTs), data analytics, and the internet of things (IoT)
are some of the main components of these technologies, joined by web design, online marketing campaigns and digi-
tal services. Such technologies can include smart utility and transportation infrastructure, smart cards, smart transit,
camera and sensor networks, or data collection by businesses to provide customized advertisements or other services.
Smart-city technologies “monitor, manage and regulate city flows and processes, often in real-time” (Kitchin 2014, 2).

Smart cities are emerging in different ways in various local contexts, and are the focus of an expanding area of
study. Smart city technologies move quickly from development to adoption, often outpacing the social and political
deliberations necessary to consider their eftects in detail. It is within this climate that social research attempts to
uncover the adverse consequences that smart city technologies may produce.

As smart-city projects continue to develop across Canada, social research is necessary to gauge public opinion,
to consider legal and legislative options, and to examine the social context in which such technologies operate. Given
the emergent status of smart cities, this research comes at an important moment. As best practices and path depen-
dencies emerge, it is important to consider the consequences of incorporating technologies into the fabric of city life.

'The Toronto waterfront is just one of numerous examples of smart-city developments. Many municipalities in
Canada have begun to develop smart city initiatives. In 2018, the Canadian federal government launched a “Smart
City Challenge”, offering prizes of $50 million, $10 million, and $5 million dollars to fund Canadian cities’ top
proposals to apply technological solutions to local governance issues (Infrastructure Canada 2018). This intergovern-
mental program has encouraged the creation of such projects across the country. As of today, almost all major cities
in Canada have adopted some level of smart city planning (Author 1 et al. 2019)

Personal and collective privacy is one of the most salient problems associated with smart city initiatives. In April
of 2018, the Privacy Commissioner of Canada sent an open letter to the Canadian Minister of Infrastructure and
Communities, calling on the federal government to ensure privacy concerns were seriously considered as part of the
winning proposals for the Smart City Challenge Project. This letter was signed by all 13 Provincial and Territorial
Privacy Commissioners (Beamish et al. 2018). As a result, privacy was included in the selection criteria of the Smart
City Challenge (Information and Privacy Commissioner of Ontario 2019, 16).

Existing attitudinal research on privacy has not examined the Canadian smart city context. For that reason, we
undertook to conduct a national survey of Canadians about smart city privacy. Our research questions were: How
concerned are Canadians about smart city privacy? How do these concerns intersect with age, gender, ethnicity, and
location? More, what are the expectations of Canadians with regards to their ability to control, use, or opt-out of data
collection in smart city context? What rights and privileges do Canadians feel are appropriate with regard to data
self-determination, and what types of data are considered more sensitive than others?

In part two of this paper, we review existing literature on privacy and smart cities, particularly in Canada. In
part three, we outline the method used in our survey. In part four, we present the findings of our national survey on
Canadian attitudes towards privacy in a smart city context. We conclude by summarizing our findings and setting
out possible areas for future research. Our survey data and the full set of tables are available online at https://smart-
cityprivacy.ca.

Privacy and smart cities
Privacy

While there are several examinations of Canadians’ attitudes towards smart cities, and their attitudes about privacy,
there are few current population surveys examining Canadian attitudes towards privacy in the context of smart city
technologies. The Toronto Region Board of Trade released a poll suggesting that many Torontonians were unaware
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of the Toronto smart city project, but also that 47% of Greater Toronto Residents supported the project (Toronto
Region Board of Trade and Environics Research 2019). This study did not ask questions relating to privacy.

Attitudes about privacy in general have been studied more extensively. A recent survey by Ipsos-Reid found
that Canadians’ concerns about privacy are growing, and four in ten Canadians had changed their social media beha-
viour following revelations about the Facebook/Cambridge Analytica data breach revealed in March 2018 (Simpson
2018). Statistics Canada’s Canadian Internet Use Survey examines Canadians’ online privacy practices (Government
of Canada 2018). 'The latest survey, in 2012, found growing levels of misuse of Canadians’ personal information
(Government of Canada 2017a).

Internationally, survey research about attitudes towards privacy attitudes is extensive. Some of that research
draws on Alan Westin’s Privacy Segmentation Index, which finds that 55% of Americans are “privacy pragmatists,”
weighing the value of consenting to particular uses of their personal information against potential privacy risks in
deciding whether to agree or disagree with particular information activities; that 25% are “privacy fundamentalists”
who place a particularly high value on privacy and favour strong privacy laws; and that 20% are “unconcerned” about
privacy (Hoofnagle and Urban 2014). Subsequent research has found flaws in Westin’s privacy index, finding that
people’s level of awareness of actual privacy business practices plays a strong role in influencing Americans’ attitudes
on privacy; those Westin termed “privacy pragmatists” are not making pragmatic informed decisions as Westin sug-
gested, but rather are often less informed about businesses’ use of their personal information and about the laws (or
lack thereof) in place to protect their privacy. Those whom Westin termed “privacy fundamentalists” were, on the
other hand, significantly more informed (Hoofnagle and Urban 2014; Gandy 1993). Others have continued to use,
or have modified, Westin’s categorization (Da Veiga 2018; Elueze and Quan-Haase 2018).

Past surveys have found that women are more concerned than men with privacy threats, and that “girls perceive
more privacy risks and have a higher level of privacy concerns than boys” (Youn and Hall 2008; Bartel Sheehan 1999;
Jensen, Potts, and Jensen 2005). However, frequency of Facebook use and online skills have been shown to be more
influential on users’ tendency to modify their Facebook privacy settings than gender (Hargittai and others 2010;
Marwick and boyd 2014).

While it is sometimes said that young people are less concerned about privacy than their elders, Hoofnagle ez
al. suggest that young people are also concerned about privacy (Hoofnagle et al. 2010). Past research demonstrates
that youth and teenagers are concerned about privacy and take steps to protect their privacy online (Agosto and
Abbas 2017, see also Jai and King 2016). Older adults are also often concerned about privacy, and for them privacy
concerns can be a significant barrier to internet use (Elueze and Quan-Haase 2018). Other studies, such as a poll
about banking and insurance privacy, have shown a lower level of concern about privacy among older adults (Advocis
and The Financial Advisors Association of Canada 2006). At the same time, older adults, too, have a broad range
of attitudes towards privacy (Elueze and Quan-Haase 2018). Where older adults exhibit a lower level of privacy
concern, this has been linked to a lower level of awareness about privacy risks (Elueze and Quan-Haase 2018).

Lesbian, gay, bisexual, transgender and queer (LGBTQ) people must often navigate how and whether to out
themselves not only in real life but online. A 2013 PEW Research survey of people who are LGBT found that 43 %
had revealed their sexual orientation or gender identity on a social networking site, and that 55% used social networ-
king sites to meet new LGBT friends online (Pew Research Center 2013). Privacy settings sometimes facilitate
users’ ability to choose whether or not to disclose their gender identity or sexual orientation to various different online
groups and networks by managing the visibility of their postings to various audiences. However, sometimes such
affordances are not available. The requirement to use real names, as on Facebook, can also mitigate against privacy
control for LGBT people (York and Kayyali 2014). One study showed that LGBT people (parents, in this case),
wished to have greater control of online disclosure to different audiences (Blackwell et al. 2016).

Research on privacy, Arora notes, “disproportionately draws from empirical evidence on privacy attitudes and
behaviors of Western-based, white, and middle-class demographics to theorize privacy in this digitally mediated
world” (Arora 2018, 3). However, as Virginia Eubanks has shown, poor, working class, racialized and marginalized
people are subject to higher levels of surveillance (Eubanks 2018; Gangadharan 2017; Arora and Scheiber 2017,
Arora 2018; Maréchal 2015):

marginalized people are subject to some of the most technologically sophisticated and comprehen-
sive forms of scrutiny and observation in law enforcement, the welfare system, and the low-wage
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workplace. They also endure higher levels of direct forms of surveillance, such as stop-and-frisk in
New York City. (Eubanks 2014)

Low-income and marginalized people, Eubanks suggests, may see privacy as a pipedream (Eubanks 2014).
After all, privacy laws do little to protect those forms of legal and legitimized surveillance to which low-income and
marginalized people are subject. However, as Eubanks argues, those same forms of surveillance to which margina-
lized people are subject, spawn “repressive political environments” wherever used, and will “eventually be used on
everyone” (Eubanks 2014).

Contrary to libertarian hypotheses that Americans are most concerned about szafe incursions into the private
realm than they are about the intrusions of private businesses, surveys have shown that they are equally concerned
about state and business’ uses of their personal information (Hoofnagle and Urban 2014, 278).

While existing research reveals a great deal about attitudes towards privacy, much of the existing research deals
with contexts outside Canada, and does not address smart city technologies and applications in particular.

Privacy and smart cities

There are a number of academic studies examining smart city privacy in Canada. Teresa Scassa, Tracy Lauriault,
Rachel Bloom, Jean-Noé Landry, and David Murakami Wood have written some of the most prominent commen-
tary and scholarship in this area; Scassa has addressed both the privacy and intellectual property aspects of data in
a smart city context; Lauriault, Bloom and Landry have set out five characteristics of “open” smart cities and have
conducted Canadian case studies of smart cities in Edmonton, Guelph, Montreal and Ottawa; and Murakami Wood
has highlighted the historical links between visions of smart cities and previous visions of information societies and
e-government, as well as the centrality of surveillance in these projects (Scassa 2017a; 2017b; Lauriault, Bloom, and
Landry 2018; Scassa, Chandler, and Judge 2011; Scassa and Sattler 2011; Murakami Wood 2015; Bloom, Lauriault,
and Landry 2018). The Samuelson-Glushko Canadian Internet Policy and Public Interest Clinic (CIPPIC), a
partner in this research project, has published a “Frequently Asked Questions” document on “Open Smart Cities”
(Samuelson-Glushko Canadian Internet Policy and Public Interest Clinic, n.d.) as part of a broader project with
OpenNorth on Open Smart Cities (Lauriault, Bloom, and Landry 2018).

Privacy regulators in Canada have also begun to grapple with the privacy practices adopted by municipalities
and corporations involved in the implementation of smart city technologies. The Office of the Information and Pri-
vacy Commissioner of Ontario has developed a public fact sheet addressing smart cities and an individual’s privacy
(Information and Privacy Commissioner of Ontario 2018). In 2018, federal, provincial, and territorial privacy pro-
tection authorities requested that the federal Minister of Infrastructure and Communities take steps to consider the
privacy and security of personal information in the selection, design, and implementation of the winning proposals
in the federal government’s Smart Cities Challenge (Beamish et al. 2018). The Office of the Privacy Commissioner
of Canada has funded research on privacy and the Internet of Things, which includes a number of technologies used
in smart cities, such as connected devices and sensors (Office of the Privacy Commissioner of Canada 2016).

Internationally, numerous studies have been published on the privacy issues posed by smart cities (Van Zoonen
2016; Kitchin 2016; Finch and Tene 2013; Hiller and Blanke 2016; Edwards 2016). These studies form part of a
growing literature on smart cities (Mosco 2019; Caragliu, Del Bo, and Nijkamp 2011; Campbell 2012; Zanella et al.
2014; Albino, Berardi, and Dangelico 2015; Kitchin 2014; Kitchin, Lauriault, and McArdle 2018; Batty et al. 2012).

Methods

During October 23 to November 1 2018, we conducted an online panel survey of Canadians about their attitudes
towards privacy in a smart city context. Participants were recruited to the panel by phone using random digit dialing
to a blend of landline and cell phones by EKOS Research Associates, and recruited to participate in our survey using
emailed scripts. The panel is based on the socio-demographic statistical parameters of the most recent Canadian
census (2016). The survey itself was rim-weighted for province, gender, and age and was conducted in English and
French.

'The final research sample was 1011 individuals (n = 1011). The sample of people surveyed is considered repre-
sentative of Canadians as a whole, accurate to within a margin of error (MoE) of +/-3.08, 19 times out of 20. It is re-
presentative of demographic subgroups with a reduced level of confidence.! Significance testing, run on unweighted
data, was done using a multinomal test.?
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Findings
Owverall privacy concern

'The survey began by defining smart cities as follows:

The term “smart city” refers to the municipalities’and private businesses’use of technologies, sensors,
networks and data used to manage urban environments. Smart city technologies include things like
traffic sensors, licence plate readers, smart utility grids, transit apps, smart cards, and online portals
for municipal services.

'The preliminary question of the survey asked respondents, “How concerned are you about your privacy in the context
of the growing uses of smart-city technologies?” Responses were measured on a 5-point Likert scale, from “Extre-
mely concerned” to “Not at all concerned”. The survey found that 88% of Canadians are concerned on some level
about their privacy in the smart-city context, with 23% being extremely concerned, 29% saying they are moderately
concerned, and 19% somewhat concerned. In general, these responses demonstrate a strong level of concern in the
privacy issues surrounding smart cities (see Figure 1).

HOW CONCERNED ARE YOU ABOUT YOUR PRIVACY IN THE
CONTEXT OF THE GROWING USES OF OF SMART CITY
TECHNOLOGIES...

Don't know/No

response
Not at all concerned 1%

11%

Extremely concerned

23%
Slightly concerned
17%
Moderately
Somewhat concerned concerned
20% 28%

Figure 1

The survey suggests a few interesting demographic findings (Table 1). Participants age 65 and up were less
concerned than those from other age groups (35% were “not at all” or “slightly” concerned, compared with 21-30
percent for other age groups). Our finding that older adults are less concerned about smart-city privacy is consistent
with some studies that have also shown less concern among older adults about privacy, sometimes due to a lower level
of awareness of the privacy risks associated with new technologies (Elueze and Quan-Haase 2018; Advocis and The
Financial Advisors Association of Canada 2006).

University-educated Canadians who participated in our survey were also more likely (33%) than high school
and college-educated participants to say they were “not at all” or “slightly” concerned. Participants who self-identified
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Table 1
[How concerned are you about your privacy in the context of the growing uses of smart city technologies?
Employm
Tota Province / Territory Computed age Gender Education |ent status Minority status
| SK.’I | | 5_‘I I INot Non| |

BC [ AB|MB|ON| OC | At1] <35 |35-44]¢5-54i55-64| 65+| M | F |<HS| Coll| Uni [Emp| emp [white[DisablL.GBT|Non¢

Total: [1011] 127 113 62 383 253  70|250 156 181 184 223|485 512|250 333 420|613 388 99 87 63 753

NOT VERY 28%|29% 31% 21% 30% 23% 36%|27% 30% 27% 21 35[20% 28%[30% 23 33|28% 28%| 19 36% 22% 29

CONCERNED - % % % % % = %

- 4 .- e

SOMEWHAT 20%|20% 21% 25% 19% 21% 18%[21% 22% 21% 21% 18%[19% 21%|20% 23% 17%|21% 19%(24% 18% 15% 21
: Y

VERY CONCERNED 51%[51% 48% 52% 50% 55% 45%([51% 49% 50% 57%48%([51% 50%[49% 54% 50%[50% 52%[54% 46% 60% 50

+ %

Not at all concerned 11%[10% 12% 8% 119% 11% 12%| 8% 9% 10% 9% 19%[12% 10%[12% 10% 10%| 9% 14%] 5% 16% 7% 11
%

Slightly concerned 17%|18% 19% 13% 19% 12% 24%[20% 20% 18% 12% 15%[17% 18%|18% 13% 23%|19% 14%[14% 20% 15% 18
%

Somewhat concerned 20%|20% 21% 25% 19% 21% 18%[21% 22% 21% 21% 18%|19% 21%|20% 23% 17%|21% 19%|24% 18% 15% 21

Modcerately concerned 28%|29% 24% 31% 29% 27% 23%[30% 21% 29% 30% 30%[26% 30%[28% 26% 31%|27% 30%[31% 25% 40% 28
Y

Extremely concerned 23%|22% 24% 21% 21% 28% 21%[21% 27% 22% 27% 17%|25% 20%|21% 28% 19%[23% 22%)24% 21% 20% 22
%

Don't know! No response | 1% 0% 0% 2% 1% 0% 1%]| 1% 0% 2% 1% 0% 1% 1%]| 1% 1% 0%| 1% 1%|3% 1% 2% 0%

as visible minorities or Indigenous were more concerned with privacy in the smart city than other groups (just 19 %
of visible minorities and Indigenous peoples were “not at all” or “slightly” concerned, as compared with 28 percent of
all Canadians).®

Past research suggests that visible minorities and Indigenous people, as well as college educated working class
people, are subjected to greater levels of surveillance by public or workplace authorities (Eubanks 2018; Gangadharan
2017; Arora and Scheiber 2017; Arora 2018; Maréchal 2015). They may therefore be less likely to be unconcerned

about surveillance in a smart-city context.

Uses of data in a smart-city context

Our survey sought to examine Canadians’ attitudes towards particular uses of personal information in a smart-city
context, focussing on six specific uses of personal information: in targeted advertisements, for behaviour modification,
in traffic and transit planning, in policing and crime prevention, the sale of data, and in private businesses. Personal
information was defined as “any personally-identifiable information.” The survey questions sought to gauge whether
certain uses of personal information in a smart-city context were considered more sensitive than others.

Targez‘ed advertisements

Sixty-nine percent of Canadians felt that the use of their personal information to target them with personalized
advertisements should not be permitted. A further 27% felt that use of their personal information for targeted ad-
vertising should be permitted, but only if they were granted certain rights and protections in their data. Only three
percent felt that the collection of data for targeted advertisements should be permitted by default (Figure 2).
Participants under the age of 35 (4%), and Canadians who identified as men (4%), were significantly more likely
than other age groups and women respectively to say that the use of their personal information to target them with
ads should be permitted by default. Participants under the age of 35 (36%), university-educated Canadians (34 %),
Canadians who are employed (31%), and LGBTQ _participants (39%), were more likely than other groups (compare
with 27% of all Canadians) to say that the use of their personal information to target them with ads should be per-
mitted but “only if I am granted certain rights and protections for my data.” Participants age 65 and up (82%), and
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THE USE OF MY PERSONAL INFORMATION TO TARGET ME
WITH PERSONALIZED ADVERTISMENTS...

Should notbe
permitted '
69%

Figure 2:

Not sure/Undecided .
2% -

Should be permitted

by default

3%

my data
27%

Should be permitted,
but only if I am

~_granted certain rights

and protections for

unemployed Canadians (74%), were more likely than participants in other age categories and employed Canadians,
respectively, to say that the use of their personal information to target them with ads should not be permitted (Table

2).

These findings are consistent with previous studies that indicated that young people are more permissive about
their personal information, as well as with studies that show young people care about privacy and want to control
their personal information (Hoofnagle et al. 2010; Agosto and Abbas 2017; Jai and King 2016).

'The stronger level of concern among participants ages 65 and up is consistent with previous studies that show
respondents’ higher levels of concern about the use of their personal information by banks to sell insurance products

(Advocis and The Financial Advisors Association of Canada 2006). While persons over 65 may be less concerned

Table 2
[The use of my personal information to target me with personalized advertisements...
Employme
Total| Province / Territory Computed age Gender Education nt status Minority status
SK/ Not | Non LG
BC | AB | MB | ON | QC | Atl | <35 [35-44[45-54|55-64| 65+ | M F |<HS|Coll| Uni |[Emp|emp nb}..,DInb BT |None
Total: |[1011] 127 113 62 383 253 70| 250 156 181 184 223| 485 512| 250 333 420 613 388| 99 87 63 753
...should be permitted by 3% 3% 1% 3% 2% 3% 6%| 4% 1% 3% 3% 2%| 4% 2% 1% 4% 4%| 3% 3%| 1% 5% 1% 3%
default, H o+ ++ -1 -
..should be permitted, but  [27%[24% 27% 23% 29% 25% 27%[36% 29% 30% 21% 15%|29% 25%|25% 23% 34% |31% 21% [32% 22% 39 26%
only if I am granted certain ++44 - - Ean hanns %
rights and protections for ++
my data.
..should not be permitted. [69%[|71% 70% 72% 68% 70% 63% |58% 68% 66% 74% 82%|66% 72%|71% 72% 61% |65% T4% [66% 69% 57 70%
— -t T N %
Not sure /undecided 2%| 3% 2% 2% 1% 3% 4%| 1% 2% 2% 3% 2%)| 2% 2%| 2% 1% 1%| 2% 2%| 1% 5% 3% 2%
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about privacy in general, they may be more concerned about the use of personal information to target them with
unscrupulous sales and marketing practices.

Our results are also consistent with studies that have found that women are more concerned about privacy, as
compared with men (Youn and Hall 2008; Jensen, Potts, and Jensen 2005; Bartel Sheehan 1999).

Unemployed Canadians were more likely (74%) than those employed (65%) to say that the use of their personal
information to target them with ads “should not be permitted,” rather than permitting such uses if they are granted
certain rights and protections for their data (Table 2). People with lower incomes may have lower confidence that
privacy rights and protections will actually serve to protect their privacy (Eubanks 2014; 2018).

Behaviour modification

Second, the survey examined attitudes towards the use of personal information to prompt an individual to modify
their behaviour. To demonstrate how personal information could be used to prompt an individual to modify their
behaviour, the survey question noted that:

your transit use or location data could be analyzed, and you could then receive personalized messages
prompting you to use transit or to park in less congested areas. Your hydro use data could be analyzed,
and you could receive prompts to use less hydro, or to use hydro in oft-peak hours. Your activity data
could be analyzed, and then you could be prompted to engage in healthier behaviours.

Respondents were asked to complete the sentence “Use of my personal information to prompt me to modify my be-
haviour...” and were given the options “should be permitted by default,” should be permitted, but only if I am granted
certain rights and protections for my data,” “should not be permitted,” and “not sure / undecided.”

Forty-eight percent of Canadians felt that the use of their personal information to prompt them to modify their
behaviour should be permitted, but only with the granting of certain rights and protections. A further 44% felt that
this should not be permitted at all, suggesting there is a strong aversion to the use of personal information for beha-
vior modification, especially if individual rights and access over that data is not granted. Only 5% saw use of personal
information for behaviour modification as something that should be permissible by default (Figure 3).

THE USE OF MY PERSONAL INFORMATION TO PROMPT ME
TO MODIFY MY BEHAVIOUR...

Should be permitted
Not sure/Undecided — by default
4% / 5%

Should not be
permitted \\\_\
44% "\\
™~
\Should be permitted,
but only if | am
granted certain rights
and protections for
my data
48%
Figure 3:
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University educated (58%) and employed Canadians (52%), participants under 35 (56%), and LGBTQ_parti-
cipants (61%) were more likely to say that the use of their personal information for behaviour modification promp-
ting should be permitted only with certain rights and protections than to say that such use should not be permitted
outright. College-educated participants (50%), unemployed Canadians (41%), and participants over 65 (49%), were
more likely than their counterparts to say that this use should not be permitted at all (Table 3).

Table 3
[Use of my personal information to prompt me to modify my behaviour...
Employme
Total Province / Territory Computed age Gender Education nt status Minority status
| |sm| | I I | | | I Not Nen‘!Din LGB
BC | AB | MB| ON| QC | Au | <35 |35-4445-54/55-64| 65+ | M | F |[<HS|Coll| Uni |Emp|emp |whitd b | T [None

Total:|1011] 127 113 62 383 253 70| 250 156 181 184 223| 485 512| 250 333 420| 613 388| 99 87 63 753

«should be permitted by 5% 2% 5% 2% 4% T% 6% 4% 5% 3% 6% 5%| 5% 5%| 3% 5% 5% 4% 5% 1% 6% 8% 5%

default. + -

..should be permitted, but | 48% [45% 50% 47% S51% 47% 39% |56% 49% 46% 45% 41% |48% 48%|48% 41% 58% |52% 43% |55% 40% 61% 48%

only if I am granted certain +++ -4 e ! Bt s S ++

rights and protections for

my data.

«.should not be permitted.  [44%[43% 41% 45% 43% 42% 52% |36% 42% 46% 47% 49%|45% 43%[44% 50% 34% [41% 47% |37% 43% 28% 45%
s + - . s + -

Notsurc /undecided 4%|10% 4% 6% 1% 5% 2%| 4% 5% 4% 2% 4%| 3% 4%| 5% 4% 3%| 3% 5%| 6% 11% 3% 3%

As with the previous question about targeted advertisements, these results may suggest a stronger level of confi-
dence in privacy rights and protections by younger participants, university-educated and employed Canadians, as
compared to college-educated participants and unemployed Canadians. The greater willingness of LGBTQ _partici-
pants to conditionally permit, rather than outright reject, behaviour-modification uses may reflect greater confidence
in rights and protections, and/or a greater dependence on, or familiarity with, technologies for managing identity,
disclosure, and personal connections and relationships (Blackwell et al. 2016).

Traffic and transit planning

The survey examined attitudes regarding the use of personal information for traffic, transit, or city planning. The
survey question noted that “web, smartphone app or social media activity data could be used to analyze traffic and
transit activity, and to predict future trends.”

There seemed to be a generally lower level of concern regarding this type of data collection, especially if indivi-
duals were granted rights and protections over the personal information collected. The greatest number of Canadians
(57%) felt that the use of personal information for traffic, transit, and city planning was permissible with protections
and rights granted to them over their data, while 24% felt that such uses should not be permissible at all. However,
17% felt that this kind of use should be permitted by default—a higher number than the previous two categories,
suggesting a slightly lower level of privacy concern (Figure 4).

Participants over the age of 65 (21%), men (18%), university educated Canadians (19%), and unemployed Ca-
nadians (20%), as well as participants from Alberta (23%), were more likely than other groups (for all Canadians, this
number was 15%) to say that such use should be permitted by default, whereas participants under the age of 35 (66
%), employed Canadians (61%), and participants in Ontario (60%) were more likely to permit such uses if rights and
protections were granted. Participants with high-school education or less (30%) were more likely to say such uses
should not be permitted at all (Table 4).

We see here the same lower level of concern and greater confidence in “certain rights and protections” among
younger participants and university-educated Canadians as was revealed in previous questions. Interestingly, em-
ployed Canadians (61%), as in previous questions, were more willing than those unemployed (49%) to share their
data on condition of “certain rights and protections.” Here, this corresponds with a Jower level of permissiveness—a
lower willingness to share this data by default (as opposed to a lower likelihood of saying that such use should not
be permitted, as was the case with previous questions). In other words, employed Canadians are significantly less
permissive than unemployed Canadians, with a higher expectation or desire for data rights and protections when it
comes to the use of their data for public services like traffic, transit and city planning.
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Table 4
[Use of my personal information for use in traffic, transit, or city planning...
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Total Province f Territory Computed age Gender Education status Minority status
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Weighted Total: | 1011 138 113 65 387 235 70 276 162 178 171 208] 452 514 403 345 255 607 393 108 105 [E] 723
Total: | 1011 127 113 [ 2E3 253 0 250 156 181 184 223 455 512 250 333 +20 613 388 EE] &7 [E] 753
«.should be permitted by default. 15% ] 15% 23% 11% 159  14%h  14%: | 14% 12%%  13%:  18% 21%| 189% 13% | 14%:  15%% 19% | 12% 20% | 15% 19%% 20%: 15%
-+ 4 -+ - ++ P e sl s
.wshould be permitted, but only if I| S63:] S9%% 53% S8% 60% 53% 41% | 66% S4% S4% 49% 53%| 54% 5B% | 52% 58% 61%| 61% 49% | 51% S53% 63% 57%
am granted certain rights and ++ ]+t - - +H A e
[ ions for my data.
«wshould not be permitted. 26% | 22% 24% 29%% 23% 29% 35% | 19% 31% 30% 30% 21%%| 25% 27% [ 30% 26%: 18% | 25% 26% | 31% 23% 14% 26%
-+ ass + +4 e =
Mot sure [ undecided 3% 4% 0% 3% 1% % 109 1% 2% 3% 3% 5% 255 B 4% 1% 2% 2% 4% 355 5% 2% EET

Unemployed Canadians were more likely than those employed to say that use of their personal information for traffic,
transit and city planning should be permitted by default, also a change from previous questions, on which they were
more likely to say that uses should not be permitted. This may represent a greater trust in public authorities, a grea-
ter reliance on public services and transit and thus a stronger interest in the use of data to improve public services,
a habituation to surveillance by public authorities, or lower confidence that rights and protections would useful to
protect individual privacy.

Policing

oting that “police services can use personal data collected via web, smartphone app or social media activity to pre-
Noting that “pol p 1 data collected b tph pp 1 media act to p
dict future behaviours of individuals or groups, and to take actions to prevent crime,” the survey asked respondents to
complete the sentence “Use of my personal information by police in crime prevention...” Again, respondents were
given the options “should be permitted by default,” should be permitted, but only if I am granted certain rights and
protections for my data,” “should not be permitted,” and “not sure / undecided.”
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'The majority of Canadians felt that their personal information should either not be collected by police for use in
crime prevention (32%), or should only be collected if certain rights and privileges were afforded to individuals over
this data (44%). The number of Canadians who felt that default permission was acceptable totaled only 19% (Figure
5). This suggests a strong level of concern regarding this type of data collection in the smart-city context.

THE USE OF MY PERSONAL INFORMATION BY POLICE IN
CRIME PREVENTION...

Not sure/Undecided _
~

3% Should be permitted

by default

4

Pl 19%
Should not be .
permitted
32%
Should be permitted,
but only if 1am
__granted certain rights
" and protections for
my data
44%
Figure 5

Participants who identified as visible minorities and Indigenous people respondents objected in greater number
(together, 42%) to the collection of personal information for policing.* Men objected to this type of data collection
significantly more than women; 40% of men, compared to 25% of women, said that that the use of personal informa-
tion by police in crime prevention “should not be permitted.” Women were more likely to say that such uses should
be permitted by default (22%), or should be permitted if certain rights and protections were granted (46%) as com-
pared with 17% and 41% of men respectively.

This result is interesting because it contrasts with research that shows that women, in most contexts, are more
concerned about privacy than men (Youn and Hall 2008; Jensen, Potts, and Jensen 2005; Bartel Sheehan 1999). It
also indicates possible strong objections of visible minorities and Indigenous peoples to over-surveillance and targe-
ting by police services, though further research is necessary to verify this finding.

Sale of data

Ninety-one percent of our sample, a clear majority, felt that the sale of their personal information should not be
permitted. The survey explained that, “For example, your personal information could be sold by government or
businesses to other businesses or data brokers.” Only 8% felt that the sale of their personal information should be
permitted with certain rights and privileges afforded to the individual (Figure 6). This demonstrates a high degree of
public concern over data sales.

Men (9%) were slightly more likely that women (6%) to accept the sale of their data with certain rights and
privileges, as were university educated participants (14%) as compared to participants with other levels of education
(8% for all levels of education).
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These findings are consistent with studies generally showing a higher level of concern about privacy among
women (Youn and Hall 2008; Jensen, Potts, and Jensen 2005; Bartel Sheehan 1999), and possibly a higher level of

awareness of the risks associated with the sale of personal information among university-educated Canadians.

Private business use

Survey respondents were asked to complete the sentence, “Use of my personal information to plan and refine private
businesses to make them more profitable should be permitted, as long as....” “For example,” the survey explained,
“your taxi usage data could be analyzed to adjust services or prices.” Fifty-five percent of respondents felt this type
of data collection should not be permissible. By contrast, 37% felt that is should be permissible but with rights and
protections, while only four percent felt it should be permissible by default (Figure 7). Similar to the sale of data,
these results demonstrate a substantial degree of concern over the usage of data to service private business interests.

Surprisingly, participants aged 35-44 were more likely (65%) than other age groups to be unwilling to permit
use of personal data for profit (compare with 55% of all Canadians). University educated Canadians were more per-
missive, and more likely to allow their personal data to be used with certain rights and protections (42%, versus 37%
for all education levels). Unemployed Canadians were more willing to allow their data to be used in this manner by
default (six percent, compared to three percent for those unemployed).

It is possible that university-educated Canadians were, again, more confident in the protection that could be
provided by “certain rights and protections” than their high school and college-educated counterparts. It is also pos-
sible that unemployed Canadians hoped or believed that permitting uses of personal data to make businesses more
profitable might improve employment opportunities.

Data control

Following the initial questions, those who agreed that their data should be used for the given purpose (i.e. for targe-
ting ads, behavior modification, traffic and transit planning, policing and crime prevention, sale, or profitability) “only
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if I am granted certain rights and protections for my data,” were given a subset of questions, with order randomized,
where they could indicate what specific rights and privileges should be provided the use should be permitted.’ The
response field offered the following provisions within which respondents could indicate what they felt were appro-
priate measures to ensure appropriate collection of personal data. They were instructed to select all of the conditions

that should apply:

* I’m notified somewhere in the fine print when I agree to use a service;

* I can opt in;

* I can opt out;

* I can view my data;

* I can correct my data;

* I can delete my data;

* I can download my data for my own use;

* My data is aggregated with other data or masked such that my identity is not revealed; and/or
* Don't know/ No response.

Our survey results suggested that the aggregation and masking of personal information is the most desired type of
data control, with 55-72% of respondents selecting this option in every category. Opting out was also frequently
selected, especially in the context of targeted advertisements (67%), behaviour prompting (61%), and sale of personal
data (58%). Notification in the fine print was the least-selected option (24-34%)(Table 5). These results suggest a
high level of concern for data anonymity among survey participants, as well as a preference for opting in and out of
the collection of personal information. They also suggest that nominal consent, where one is notified somewhere in
the fine print that one’s personal information will be used in a particular way, is prompted to click on “I agree,” is not
sufficient in the eyes of many participants.

Participants wished to see greater levels of control over private uses of their data. In the case of targeted ads,
69% of respondents thought that the use of their personal information “should not be permitted.” Of the 27% of

CJUR suMMER 29:1 2020 29



Canadian Journal of Urban Research / Revue canadienne de recherche urbaine

participants who would permit targeted advertising if certain rights and protections were granted, 67% wished to be
able to opt out, 58% to be able to opt in, and 50% to be able to delete their data.

Fewer participants expected to have such control over their data for public uses such as crime prevention and
traffic planning, but many participants (42-44%) still wished to be able to view their information in those contexts,
and some also wished to have other types of controls, such as the ability to opt out, opt in, delete their data, correct
their data, and download their data.

Table 5
Crime Traffic Ads Sale Business |Behavior |Total

My datais aggregated with other data or masked such that my identity

is not revealed 61% 3 55% 58% 61% 58% 61%
lcan opt out 34% 52% 67% 58% 51% 61% 54%
loptin 32% 46% 58% 59% 51% 58% 51%
| can view my data 42% 44% 49% 45% 40% 55% 46%
| can delete my data 25% 38% 50% 40% 42% 47% 40%
I can correct my data 30% 31% 41% 36% 28% 40% 34%
| can download my data for my own use 26% 31% 30% 28% 30% 43% 31%

I'm notified somewherein the fine print when | agree to use a service _ 24% 25% 34% 35% 30% 29%
Don't know/ No response ! D% 3%| 1%

Targeted advertisements

With regards to personalized advertisements, a total of 27% of survey respondents were promoted into this question
series—fewer than for other types of uses. This is indicative of a greater aversion to targeted advertisements; most res-
pondents had indicated that they did not want their personal information collected for targeted advertising, and thus
were not promoted into this question series. However, most respondents who indicated their willingness to share
their data on the condition that certain rights and privileges were afforded to them, wanted to be able to “opt out”,
“opt in”, have their data aggregated and/or be able to delete their data. According to the survey, these four provisions
held the highest selection rate.

'The highest number or responses, 67%, agreed to sharing personal information if they could “opt out”; 58%
agreed on condition that they can “opt in”; 55% agreed on the condition that their data is aggregated with others;
50% on condition that they can delete their data; 49% on condition that they can view their data; 41% on condition
that they can view their data; 34% agreed to the sharing of personal data as long as they are notified in the fine print;
and 30% wanted to be able to download their data for their own use (Figure 8).

Participants under the age of 35 were more likely than other age groups to make the use of their personal in-
formation for targeting ads conditional on the protections and rights indicated. This may indicate greater comfort
among young people in navigating the processes of data management, possibly due to greater familiarity with targe-
ted ad systems on social media platforms or a higher level of digital literacy among young people.

Behaviour modification

Forty-nine percent of respondents answered that they would permit the use of their personal information for be-
haviour modification on condition that certain rights and privileges were granted, and were thus promoted into the
survey question asking which rights and privileges they would require. A majority of these respondents wanted to be
able to “opt out”/“opt in”, have their data aggregated, and to be able to view their data. Sixty-one percent of respon-
dents wanted to be able to opt out; 58% to opt in; 58% agreed to sharting their data if it is aggregated or masked;
and 55% if they could view their data. Forty-seven percent of respondents wanted to be able to delete their data; 43
% to download their data; 40% to correct their data; and 30% agreed to collection as long as they were able to view
the fine print (Figure 9).

Again, there was a significant relationship between age and employment and the conditions participants placed
on the use of their personal information for behaviour modification, with younger and employed respondents requi-
ring data rights and protections more than their counterparts in other age groups and those unemployed respectively.
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Traffic and transit planning

Fifty-six percent of respondents indicated their willingness to share personal data for traffic and transit planning as
long as they were granted certain rights and privileges. Seventy-two percent of respondents agreed to the collection of
their personal data for traffic and transit as long as this data was aggregated or masked. Fifty-two percent wanted to
be able to opt out; 46% to opt in; 44% wanted to view the data; 38% to be able to delete their data; 31% to download
their data for personal use; 31% to correct their data; and 25% wanted to be able to view the fine print (Figure 10).

Again, there was a significant positive correlation with age and with being employed and wishing to see rights
and privileges as a condition of using personal information for traffic and transit planning.

Policing

Forty-four percent of respondents indicated they would allow their data to be gathered for use by police in crime
prevention only condition that rights and protections be afforded to them. Of those rights and protections, a majority
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of 61% wanted their data to be aggregated and masked. A further 42% wanted to view their data; 34% wanted to be
able to opt out; 32% to opt in; 30% wanted to be able to correct their data; 26% to download it for personal use; 25%
wanted to be able to delete their data; and 24% wanted to be notified in the fine print (Figure 11).

Once again, a significant positive correlation with age is noted. Again, this could be indicative of a higher degree

of comfort with data management among younger respondents.

Sale of Data

Only nine percent of survey participants were comfortable with the sale of their data, even with certain rights and
privileges afforded to them. This is indicative of the high degree of discomfort with the sale of personal information;
most respondents did not want their data collected for the purpose of selling it regardless of what rights or privileges
they might be granted. Of those few that would permit the sale of their personal information on the condition that
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certain rights and privileges were granted, 59% wanted to be able to opt in; 58% opt out; 58% wanted their data to be
aggregated with others; 45% wanted to be able to view their data; 40% to delete their data; 36% to correct their data;
35% to be notified in the fine print; and 28% to download their data (Figure 12).
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Private business use

Thirty-nine of survey participants were comfortable with the use of their personal data for use in private business
if certain rights and privileges were granted. Of those, 61% would require that their data be aggregated; 51% would
want to be able to opt in, and 51% wanted to be able to opt out. A further 42 wanted to be able to delete their data;
40% wanted to be able to view their data; 30% to download their data; 28% to correct their data; and 26% wanted to
be notified of data collection in the fine print (Figure 13). Canadians under the age of 35 and employed Canadians
were significantly more likely than those of other age groups and those employed respectively to permit such uses on
condition that certain rights and privileges were granted.

Rights and privileges

With regards to the kinds of rights and privileges expected over personal data collection, the survey suggested specific
data control mechanisms and asked respondents to gauge their agreement on a five-point Likert scale, from “Strongly
Agree” to “Strongly Disagree.” A strong majority of Canadians strongly agreed that they should have the right to
view the personal information that has been collected on them (80%). A majority of Canadians also strongly agreed
that they should be able to delete that data (66%), as well as download it (65%). Interestingly, many Canadians (37%)
did not agree with the statement “if I do not want to share my personal information in the way that a service provider
sets out in their privacy policy, I should simply not use the service” (Figure 14). Not using the service is currently, in
many cases, the only option available to Canadians who do not agree with a company or service provider’s privacy
policy. This survey finding suggests that Canadians are not satisfied with the current model of notice and consent
which often provides only the options of agreeing with a privacy policy or not using a service.

Privacy of particular types of data

'The survey asked respondents to rate “how private/sensitive” they felt the following types of personal information
were on a three-point Likert scale: from “very private or sensitive,” to “somewhat private or sensitive,” to “not private
or sensitive.”

Face recognition and image data, device identification numbers, IP addresses, web surfing histories, and loca-
tion data were all viewed as less sensitive than pieces of personal information that are traditionally treated as very
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private: Social Insurance Numbers and Credit Card numbers (Figure 15). This may indicate that Canadians are slow
to realize the possible sensitivities of these types of data and the uses to which they could be put. At the same time,
Canadians recognized these types of data as more sensitive than a person’s address, name, or phone number. Email
addresses were viewed as less sensitive than physical addresses. There was little recognition among Canadians of the
sensitivity or privacy of hydro use and transit data; there were rated the least private of all the types of data listed.

Conclusions

Overall, our survey findings suggest that Canadians are concerned about their privacy in the development of smart
cities. Other findings indicate that many Canadians desire broader protection and control over their personal data.
While many did not want to have their personal information collected at all, those who would permit the use of their
personal information wished to have levels of control over that data that are, often, not currently available, such as
the ability to opt out, view, correct, download and delete their data. This was particularly true regarding data use by
private businesses, as opposed to public data uses, but many Canadians wished to see greater levels of control in a
public context as well.
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'The survey also demonstrates that the intended purpose and use of data gathering influences respondents’atti-
tudes towards its collection. The sale of personal data is the most strongly opposed use that we examined. Canadians
also objected strongly to the use of personal data for targeted advertising and behaviour modification, while data
collection for public uses such as transit and city planning is not as strongly opposed.

With respect to demographic characteristics, adults age 55-64 may be less concerned about smart-city privacy,
possibly due to a lower awareness of privacy risks (Elueze and Quan-Haase 2018; Advocis and The Financial Advi-
sors Association of Canada 2006). College-educated working-class people, may be less concerned about smart-city
privacy, possibly due to habituation to higher levels of surveillance by workplace authorities or lower levels of awar-
eness about privacy risks (Eubanks 2018) or the privacy risks associated with smart-city technologies in particular.®
Awareness-raising about the privacy risks associated with smart-city technologies may be worthwhile among these
groups. However, in the context of policing, the potential privacy risks associated with smart-city technologies may
be more apparent to those often aftected by surveillance; visible minorities and Indigenous groups, as well as men in
general, may be more concerned about data collection in the context of policing and crime prevention.’

Our survey results were limited in that Aboriginal and visible minorities, LGBTQ_people, and people with
disabilities were underrepresented in the survey as a true percentage of the Canadian population. As critical data
studies scholars recognize, is important to recognize what (and who) is missing in data sets, and further quantitative
or qualitative studies could weight and include minority groups appropriately (Dalton, Taylor, and Thatcher 2016;
Hawkins and Burns 2018). As well, our survey could be biased by the online format of the survey instrument, as
participants who are unwilling or unable to participate in an online survey might have different attitudes towards
privacy and technology than those willing to take part in online surveys; inclusion of other survey formats might
permit more representative results.

Our findings suggest privacy and digital literacy are important factors to consider as smart-city technologies roll
out. Moreover, due to the high degree of concern over the privacy, data collection in the smart-city context should
look beyond de-identification measures as a first strategy, towards data control and self-management mechanisms
baked into the technologies themselves. Self-management can include granting to users the ability to opt in, opt
out, delete, download, correct, and manage their data. Canadians want control of their data that goes beyond simple
notice of how their data is used somewhere in the fine print. They want the options to opt out, opt in, view, delete,
correct, and download their data.

As the Sidewalk Labs project continued to unfold and criticisms continued to mount, the company retracted
some of their original proposals. For example, they scrapped plans for an urban data trust, instead transferring the go-
vernance of all collected data to Waterfront Toronto (Vincent 2019). Such changes were prompted by broad-based
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criticisms of Sidewalk Lab’s original approach to data privacy. Reading this alongside our survey findings, it appears
that Sidewalk Labs, and some other corporate-led smart city projects, do not begin with a citizen-focused approach
to data policy development, but rather may respond to concerns raised by experts and community organizations
piecemeal and after the fact.

'This research demonstrates that Canadians are wary of smart cities, as well as of the collection and use of their
personal information more broadly. It appears that that some current frameworks within which smart cities operate
are not citizen-focused approaches. Canadians are more open to government uses of information such as in traffic
and city planning, especially if they are granted rights and protections in their data. They object strongly to private
business uses of their personal information, such as the sale of their personal information, its use to target them with
ads, and even to its use to make businesses more profitable. Our findings demonstrate that the quasi-governance roles
being taken up by private companies may not be in tune with the desires of Canadians. This should cause munici-
palities to think twice about instituting smart-city projects that are profit-motivated or business-led. Municipalities
should tread carefully and engage in as much public consultation as possible as they re-conceptualize and remodel
infrastructures around digital platforms.
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Notes

1 Percentages have been rounded for ease of reading and may therefore not sum to 100. MoEs for provinces: British
Columbia:8.7; Alberta: 9.22; Saskatchewan and Manitoba: 12.45; Ontario: 5.01; Quebec: 6.16; Atlantic provinces:
11.71. MokEs for computed ages: <35 6.2; 35-44:7.85; 45-54: 7.28; 55-64:7.22; 65+: 6.56. MoEs for gender: male:
4.45; temale; 4.33. MoEs for education level: high school or less: 6.2; college: 5.37; university: 4.78. MoEs for em-
ployment status: employed: 3.96; unemployed: 4.98. MoE for minority status: Non white: 9.85; Persons with disabi-
lities: 10.51; LGBT:12.35; none: 3.57.

2 'The tables that follow bear the indications of significance level indicated as follows: Significance level 0.999: ++++;
0.99:+++; 0.95:++; 0.9:+; -0.999: ----; -0.99:---; -0.95:--; -0.9:-.

3 Results are not considered representative of Canadians who are visible minorities or Indigenous people as a whole;
the margin of error is +/- 9.85 for this group 19 times out of 20.

4 Results are not considered representative of Canadians who are visible minorities or Indigenous people as a whole;
the margin of error is +/- 9.85 19 thes out of 20 for this group.

> 'The findings in this section are not considered representative of all Canadians; the margin of error is +/- 5.94 19
times out of 20.

6 Results are not considered representative of Canadians who are visible minorities or Indigenous people as a whole;
the margin of error is +/- 9.85 for this group. The margin of error for college-educated Canadians is +/- 5.37.

7 Again, results are not considered representative of Canadians who are visible minorities or Indigenous people as a
whole; the margin of error is +/- 9.85 for this group.
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